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1. Introducere

Acest ghid descrie procedura privind vizualizarea si accesarea certificatului calificat stocat pe
dispozitiv criptografic securizat.

Certificatul dumneavoastra este stocat pe un dispozitiv criptografic securizat, deci, Tnainte de
a incepe procedura de instalare a certificatului, trebuie sa instalati driverele pentru dispozitivul
pe care 1l utilizati.

ATENTIE!

Acest ghid face referire la urmatorul model de dispozitiv criptografic:

mToken CryptolD
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2. Accesarea certificatului calificat

Pentru a accesa certificatul stocat pe dispozitivul criptografic, trebuie sa deschideti
aplicatia CryptolDE Certificate Utility dupa cum urmeaza: accesati Start-> All
Programs ->CryptolDE Certificate Utility.

CryptolDE
Certifica...

Dupa deschiderea programului, fereastra va aparea ca in aceasta imagine.
Atentie! Dispozitivul criptografic trebuie s fie conectat la calculator.

=) mToke ficat V2.2.20.603 had
Trans Sped
o+ TSP
v - Token
S
V-4 Trans Sped QCA Feid Value
?k Change User PIN ken
) Change Token Name Token Name Trans Sped QCA
Certificates Manufacturer Longmai
& Remote Unlock Model £
== System Information Serial Number ABBC170845CBA81C
' ﬁ About Max PIN Length 32
Min PIN Length 6
User PIN Try Times 10
Token State Unlocked
Total Memory 128 KB
Free Memory 99 KB
Hardware Version SCC-X
Firmware Version 3.11
Refresh
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e Pentru a va accesa certificat dati click pe Certificates.
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v R Trans Sped QCA
%\ Change User PIN

Field

Token Name
Manufacturer
Model

Serial Number
Max PIN Length
Min PIN Length
User PIN Try Times
Token State
Total Memory
Free Memory
Hardware Version
Firmware Version

Value

Trans Sped QCA
Longmai

E
ABBC170845CBAS1C
32

6

10

Unlocked

128KB

99 KB

SCCX

.1

Refresh

o In fereastra care se deschide vi se va solicita si introduceti codul PIN aferent

dispozivitului. Introduceti codul PIN si dati click pe Login (L).

Atentie! Introducerea gresita a codului PIN de 8 ori consecutiv va duce la blocarea

dispozitivului.

t’a Trans Sped QCA
% Change User PIN
¢/ Change Token Name
Certificates
& Remote Unlock
51| System Information
About

Token Name:

&P 1ons Sped QCA

User PIN: [|

Cancel(C)
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f;, mToken CryptolD Certificate Utility V2.2.20.603 - = X

A, Trans Sped
o= TSP

v - Token
v R@ Trans Sped QCA
$\ Change User PIN
</ Change Token Name
=] Certificates
i & Remote Unlock
+~] System Information

o &P 1ans Sped QCA

Token Name:

| User PIN: [semennse s |

L= == |

e Selectati certificatul si dati click dreapta = View pentru a vedea detaliile certificatului.

= mToken CryptolD Certificate Utility V2.2.20.603 hal - X
7 . TransSped
o+ TSP
Y et
v - Token v {2y cont_81d0ee62cdas58 1b6eb3e(Container)
v R Trans Sped QCA v {23 Signature Certificate
% Change User PIN {Z] Mihaela Bunea-Saw1
(/' Change Token Name F\ Public Key(RS View
] certificates - Private Key(® :
& Remote Unlock Export Certificate
“ System Information Delete Certificate
About
Refiesh | | Vew Regitraton | | Import Certicate
Logout ‘ [ Export Certificate Unregistration [ Delete Certificate
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Certificate X

General Details Certification Path

I_ “ Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
* Protects email messages
©0.4.0.194112,1.2
*1,3.6.1.4,1.39965.1.1.1

*Refer to the certification authority's statement for details.

Issued to: Mihaela Bunea-Savu

Issued by: Trans Sped QCA G2

Valid from 13/05/2020 to 18/05/2021

| Issuer Statement |

ook |

—
~
| —
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3. Verificarea certificatului calificat n store-ul Windows-ului

Pentru a verifica certificatul calificat Tn store-ul Windows-ului, urmati acesti pasi:

e Deschideti Internet Explorer si din meniul principal, selectati Tools — Internet
Options.

General Security Privacy Content Connections Programs Advanced

Home page
/? To create home page tabs, type each address on its own line.
et

http://go.microsoft.com/fwlink/p/?Linkid=255141

Use current Use default Use new tab
Start-up
O Start with tabs from the last session
@ Start with home page
Tabs

Change how webpages are displayed in tabs. Tabs

Browsing history

Delete temporary files, history, cookies, saved passwords and web
form information.

[[]pelete browsing history on exit
Delete... Settings
Appearance

Colours Languages Fonts Accessibility

OK Cancel Apply

e Selectati tab-ul Content.

General Security Privacy Content Connections Programs Advanced

Certificates
Use certificates for encrypted connections and identification.

Clear SSL state Certificates Publishers

AutoComplete
AutoComplete stores previous entries Settings
on webpages and suggests matches
for you.

Feeds and Web Slices

< | Feeds and Web Slices provide Settings
1 ¥=F| updated content from websites that 8
can be read in Internet Explorer and
other programs.

oK Cancel Apply
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e Apasati pe butonul Certificates.

nternet Options

General Security Privacy Content Connections Programs Advanced

Certificates
Use certificates for encrypted connections and identification.
Clear SSL state Certificates Publishers
AutoComplete
—=a AutoComplete stores previous entries Settings
% on webpages and suggests matches
for you.

Feeds and Web Slices

G | Feeds and Web Slices provide Settings
v3 updated content from websites that .
can be read in Internet Explorer and

other programs.

oK Cancel Apply

e Daca in tab-ul Personal certificatul calificat apare asa cum se aratd in aceastd imagine,
inseamna ca certificatul dumneavoastra este gata de utilizare.

Intended purpose: <All> v

Personal Other People Intermediate Certification Authorities Trusted Root Certification ¢ | *

Issued To Issued By Expiry D... Friendly Name A
EIMihaela Bunea-... Trans Sped QCA G2 18/05/2... <None>

v
Import... Export... ‘ Remove | Advanced |
Certificate intended purposes
Client Authentication, Secure Email
View
Close




